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Abstract 

Network security is a crucial issue in today's digital era, with increasing cyber attacks targeting infrastructure and sensitive 

data. Analysis of cyber attacks on network security is an important aspect of efforts to protect information systems from ever-

evolving digital threats. This research investigates various types of cyberattacks that can threaten network security, including 

phishing attacks, malware, denial of service (DoS), and brute force attacks. We also analyze defense methods that can be 

used to reduce the risk of cyberattacks, including firewalls, data encryption, real-time security monitoring, and security 

training for users. This research provides a deeper understanding of the current cyberattack landscape and effective strategies 

for reducing network vulnerabilities to such attacks. Thus, the results of this analysis can make an important contribution to 

improving network security in various sectors, from companies to government.  
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1. Introduction  

In this modern era, society cannot be separated from the internet and gadgets[1]. The world of technology is 

experiencing massive and rapid developments in human life [2]. Globalization is developing very rapidly in 

many fields, including aspects of information technology related to cyber security and data sovereignty [3]. It is 

not surprising that information technology brings great benefits to countries in the world, helping them to 

prosper, progress, and improve human civilization, electronic commerce, electronic learning, internet banking, 

etc., but at the same time, it is an illegal activity [4 ].  

Cyber-security--- a priority---for every country in the world, Information technology communications- are used 

in many aspects of life, including society, economy, law, organization, health, education, culture, government, 

security, and defense, etc.[5]. Therefore, it is very important to consider and anticipate cybersecurity threats [6]. 

Concerns about these attacks are driving governments and electronic systems providers) to improve their system 

protection and respond to cyberattacks [7]. 

According to Kominfo, Indonesia is a country that is the target of cyber attacks, with the National Cyber Code 

Bureau (BSSN) releasing the 2021 Cyber Security Annual Monitoring Report [8]. 

The threat of cybercrime is a form of modern or non-military warfare threat that is motivated by the interests of 

certain individuals or groups and can cause the collapse of a nation [9]. Many cyber security attacks are carried 

out by criminal groups with financial motivations [10]. 

Computer crime is the dark side of technological progress, which has a broad impact on every aspect of modern 

life [11]. In the real world, someone can break into someone else's house and take valuables from that person's 

house [12], but in the virtual world, someone can access another person's computer or computer network and 

steal data. worth that person [13]. The scope of cyber security includes security tools, policies, and concepts that 

can be used to protect all company resources and users [14]. 

Cybercrime or cybercrime poses a serious challenge to society and is dangerous for the individuals and 

organizations affected [15]. Increasing public awareness of the potential for cybercrime must be a concern in 

every activity in the digital space, especially cyberspace [16]. 

2. Research Methods  

The method used is a literature study. Literature-study-is-a method-of-collecting-data-or sources related-to-the-

topic-being-discussed-in-research [17]. 

a. Cyber Attack 

Increasing public awareness of the potential for cybercrime must be a concern in every activity in the digital 

space, especially cyberspace [18]. This is because each service stores sensitive usage information[19]. The 

disadvantage of this cyber threat is that the perpetrator can freely take over the victim's account, the account 

could be a credit card, online transaction tools such as Dana, OVO, mobile banking, etc. [20]. 
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A cyber attack is an attempt by an unauthorized person to gain access to a computer system or network and 

damage or steal information [21]. These attacks can include a variety of techniques, including malware, 

phishing, passwords, ransomware, and denial of service (DoS)[22]. 

Apart from these attacks, there are many other types of cybercrime attacks such as spoofing attacks, man-in-

the-middle attacks, and many more[23]. 

 

Figure 1. 2021 Cyber Attack Graph 

Based on the National Cyber Security Index (NCSI) report, Indonesia's Cyber Security Index score in 2022 is 

38.96 out of 100. This value places Indonesia in the third lowest position among the G20 countries. Indonesia 

is currently ranked 83rd in the world out of 160 countries listed in the report[24]. 

 

Figure 2. Cyber Rankings in Countries 

The number of social media hacking attacks has increased significantly in recent years, reaching more than 

10 million attacks in 2022, according to data from a cybersecurity company[25]. 

b. Cyber Security 

Cybersecurity is a set of tools, guidelines, security principles, safeguards, recommendations, opportunity 

management strategies, movement, training, first-class applications, assurance, and Information that includes 

technical knowledge [26]. 

Cybersecurity also includes all processes carried out to maintain and reduce data protection, integrity, and 

availability of existing data. This process requires protecting each information system from various physical 

and cyber attacks. 

Cyber-security is an effort to protect information from cyber-attacks. Below are some of the main elements of 

cyber security: 

1. Information infrastructure, namely intermediaries supports the continuity of the information manipulation 

process, including hardware and software. These---include routers, switches, servers, operating systems, 

and databases. 

2. Perimeter defense is a useful intermediary for defending information infrastructure components such as 

IDS, IPS, and firewalls [26]. 

c. Computer network 

A computer network is a relationship between two or more computers connected via cable or wireless 

transmission media [27].  
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Public Internet and worldwide computer networks are inherently insecure. When data is sent from one 

computer to another over the Internet, it is sent to many other computers, allowing other Internet users to 

intercept or modify the data[28].  

3. Result & Discussion 

With technological advances, the global security dimension that developed in the horizontal era of the 21st 

century also extends to the cyber dimension [29]. 

The National Cyber Security Strategy study found that the threat of cybercrime includes endangering the 

confidentiality, integrity, and availability of systems and information [30]. Cybercrime activities include denial 

of service/DOS attacks, hacking, virus/Trojan distribution, cyber terrorism, and fraud, identity theft/phishing[31]. 

The challenges involved in navigating cyberspace include the rapidly evolving complexity of cybersecurity, 

ethical dilemmas, and the strategies required to manage these changes [32]. 

Computer networks need to be secured to avoid cyber attacks. Regularly update the Operating System (OS) to 

avoid cyber attacks. An old version of the Operating System can be an opening for hackers to enter and 

manipulate computer networks. There are various types of cyber attacks, namely: 

1. Denial of Service Attack / DOS Attack 

A denial of service attack is an attack that floods a server with traffic or requests for large amounts of data to 

the server, to bring down the web network system so that the server is unable to provide service and crash 

attacks carried out by hackers [33]. DoS is an attack that can cause severe damage to a system [34].  

2. Phishing 

Phishing is a way of obtaining information- about----someone's data by -using- phishing techniques [35]. The 

most common forms of phishing are email phishing, SMS, phone calls, web phishing, and pop-ups on 

unsecured websites [36]. This data is an “easy” target for cybercriminals when escalating phishing crimes 

[37]. 

3. Malware 

Malware or Malicious Software is a program that damages a system to carry out various activities that are 

detrimental to its owner [38]. These losses slow down your system and damage and destroy important stored 

data [39]. 

Above are several types of cyber attacks. Developing a strong security system is key to combating increasingly 

complex and evolving threats [40]. 

4. Conclusion 

The world---technology--is experiencing massive---and--rapid development in human---life. Globalization is 

developing very rapidly in many fields, including aspects---information technology---related to cyber-security 

and data sovereignty. Network cyber security in cyber attacks is very necessary. Attacks have several types, 

namely: phishing, malware, Denial of Service Attack / DOS Attack, etc. This can be minimized by sharing 

knowledge with the public about cyber attacks. 
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